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Introduction

Software-Defined Networking (SDN) is extremely hot in both academia and industry. The programmability of SDN challenges the reliability of SDN networks.
The SDN applications play the role of SDN network’ brains. Therefore, testing
of SDN applications become a hot topic in research.
In the most studies about testing of SDN applications, researchers mainly
focus on finding design flaws [1–4]. There may be both design flaws and implementation bugs in SDN applications. To expose implementation bugs, the
black-box testing with formal model is a powerful candidate.
In this paper, we use a group of parallel state machines and a abstract topology to describe the SDN applications’ behaviors and working environments.
Based on this formal model, we propose a new test process combining the model
checking and model-based testing. The former can reveal design flaws and the
latter can expose implementation bugs.
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Test Process

Fig.1 shows the overview of our test process. As centralized controller, the SDN
application may collect and store information from the networks. We use a group
of parallel state machines to specify the data structure and the applications’
behaviors. However, we notice that the SDN applications may modify many
nodes’ configurations in the topology to change the functions of the networks.
As a result, we add abstract topology into our formal model.
For design flaws, we use the model checking aided generation. First, we can
extract some constraints from general network requirements. Then we employ
model checking tools to check the formal model against the constraints. If the
design flaws are found, we can get counter examples and translate them into
executable test cases with our converter.
For implementation bugs, we propose the generation based on partial composition and topology. First, we simplify the topology with its symmetry. Second,
we only select some related state machines for partial composition to alleviate
the risk of state space explosion. Third, we can employ existing generation methods to derive test sequences from the composition. These test sequences are so

called single test sequences because they only contain the inputs/outputs of single node in the network. Consequently, we use the simulation execution on the
topology to generate the extended test sequences from the single sequences.
Finally, we execute the test cases with the test system against SDN applications. Both design flaws and implementation bugs can be exposed.
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Fig. 1. Overall Test Process
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